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Introduction

This application was developed for the purpose of enabling continuous
use of mail software and systems that do not support OAuth?2.

There are also erroneous transmission prevention functions.

| hope you can use it.
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-nvironment

| have confirmed the operation on macOS 11 Big Sur.
It may not work with older versions

| have confirmed that it works in combination with the following mail clients.

« Apple Mail
« Thunderbird



Installation



You can download the installer from the following URL.

https://www.nips.ac.jp/~murata/o2popper/downloads/



Before installing this app, open the "Terminal" app and
Execute "sudo spctl --master-disable" to give permission to execute the downloaded
application. (You will be prompted to enter the password.)
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Password:[])

After installation, execute "sudo spctl --master-enable" to restore the original state.



When you open the downloaded dmg file, you will see “O2Popper” icon.
Place it in the “Applications” folder by dragging and dropping.

r A
ooe o2popper- -macos
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O2Popper Applications

Next, double-click “O2Popper” placed in the “Applications” folder to start this application.



If the following screen is displayed, the downloaded application is not allowed to be
executed. Click "Move to Trash" and execute "sudo spctl --master-disable" again.

“O2Popper” is damaged and
can’'t be opened. You should
move it to the Trash.

Firefox downloaded this file today at
14:49 from WwWw.hips.ac.jp.



Click "Open" when the following screen is displayed.

-

-

“O2Popper” is an app
downloaded from the Internet.
Are you sure you want to open it?

Firefox downloaded this file today at
14:49 from www.nips.ac.jp.

Show Web Page

Cancel
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When this application is started normally, the icon of this application will be displayed in the system
tray at the upper right of the screen.
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If you want to start this application automatically when you log in, open “Users & Groups” in “System
Preferences...” of macOS and add it to “Login ltems”.

r h
® < 33 Users & Groups Q

Password  Login Items

BT T These items will open automatically when you log in:

|__ [ W |
Item Kind Hide
5 O2Popper Application
To hide an application when you log in, select the checkbox in the Hide
column next to the application.
{3} Login Options +
S Click the lock to make changes. ?
. V|
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You need to make the initial settings first.
Click the icon of this application to display the menu. Select “Settings...” in this.

Settings...
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The setting screen is as follows.

OAuth2

Your email:

Settings

Listen Block SMTP

Secret File:
© Built-in

Send login_hint

v Details

Cancel

OK
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If you prepare a secret file for OAuth?2 yourself, specify the file as follows.

Secret File: Secret File:

o/ [client_secret.js

If you want to use the secret file prepared by the author, leave it as “Built-in".

When authorizing OAuth?, if you use the secret file prepared by the author,
“Google hasn't verified this app”
may be displayed.

Browse...
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Enter your email address and click the “Auth...” button.

[ NON | Settings

OAuth2 Listen Block SMTP

Your email:
] @l ]
Send login_hint
Secret File:
O Built-in
v Details
Cancel OK
A 4

Note: If you check “Send login_hint”, you can skip the
"Choose an account" screen that appears after this.
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The OS standard web browser starts and the Google account authentication screen is displayed.

eoe [ < L)) @ accounts.google.com & ﬁ] +

G Sign in with Google

Choose an account

to continue to O2Popper

.'- =

(® Useanother account

English (United States) ~ Help Privacy Terms
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I the following screen is displayed after the Google account has been authenticated, click the
“Advanced” link.

eoe [ < 0 & accounts.google.com ¢ l'_T'I +

A

Google hasn't verified this app

The app is requesting access to sensitive info in your Google Account. Until the developer
(murata@nips.ac.jp) verifies this app with Google, you shouldn't use it.

——
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After clicking the “Advanced” link, click the “Go to O2Popper (unsafe)” link at the bottom of the screen.

eoe® [ < L)) @ accounts.google.com C [ﬁ ot

A

Google hasn't verified this app

The app is requesting access to sensitive info in your Google Account. Until the developer
(murata@nips.ac.jp) verifies this app with Google, you shouldn't use it.

Hide Advanced BACK TO SAFETY

Continue only if you understand the risks and trust the developer (murata@nips.ac.jp)

19



If the following screen is displayed, click the “Allow” button.

eeoee [ < > [ ) @ accounts.google.com

Grant O2Popper permission

Read, compose, send, and
M permanently delete all your
email from Gmail

v
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If the following screen is displayed, click the “Allow” button.

eee M < 0 & accounts.google.com @,

G Sign in with Google

Confirm your choices
‘ L ETE . L

You are allowing O2Popper to:

Read, compose, send, and permanently delete all
your email from Gmail

Make sure you trust O2Popper

You may be sharing sensitive info with this site or app.
Learn about how 02Popper will handle your data by
reviewing its terms of service and privacy policies. You can
always see or remove access in your Google Account.

Learn about the risks

Cancel Allow

+
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If “Authorization” is successful, the web browser will display the following screen.

r ~

) ® [ < localhost ¢ @] + O

The authentication flow has completed. You may close this window.

If “Authorization” is successful, this application will display the following screen.

r Al

2

Success

Authorization was successful

[ V]

If you close the web browser in the middle of “Authorization”, control will not return to this application.
In this case, start the web browser again and access the following URL.

http://localhost:8080

An error will occur, but control will return to this application.
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When “Authorization” is completed, click the “OK” button to close the setting screen.

| NON Settings
OAuth2 Listen Block SMTP

Your email:
@ 3 Auth...

Send login_hint

Secret File:
O Built-in

v Details

b
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Next, set up your email client (Apple Mail, Thunderbird, etc.) as follows.

Incoming Mail (POP) Server localhost
Requires SSL: No
Port: 8110

Outgoing Mail (SMTP) Server localhost
Requires SSL: No
Port: 8025

Account Name, User Name, or Your email address
Email address

Password Appropriate string
Note: Not used for authentication.

Note: If the above port number is used by another application, change it to another value
on the setting screen of this application, and change the value of the mail client
according to this application.



Apple Mail configuration example:

r B
o0 Accounts

& @ Aa oo [ KO ¢

General Accounts Junk Mail Fonts & Colors Viewing Composing Signatures Rules

@ e Account Information Mailbox Behaviors = Server Settings

@ - Incoming Mail Server (POP)
POP User Name: @ ]
PaSSWord: 000000000
Host Name: localhost
Automatically manage connection settings

Port: 8110 Use TLS/SSL

Authentication: Password a

Advanced POP Settings —

Outgoing Mail Server (SMTP) TLS Certificate: | None

Account:  localhost (Offline) e Allow insecure authentication

User Name: E— )
Password: eeeeessecee

Host Name: localhost
Automatically manage connection settings
Port: 8025 Use TLS/SSL

Authentication: Password a



Thunderbird configuration example:

Server Settings SMTP Server X
Server Type: POP Mail Server
Server Name: | localhost Port:| 8110 : Default: 110 Settings
User Name: B (O Pl 3B Description: | localhost

Server Name: | localhost
Security Settings -

Port: 8025 —, | Default: 587
Connection security: None v
Authentication method: ~ Password, transmitted insecurely «~ Security and Authentication

Connection security: None v

Authentication method: Password, transmitted insecurely v

User Name: Sl (O iEmen B

Cancel OK
Y
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If you want to receive emails by POP, please enable POP on Gmail side.

eoe ] <

M Gmail

I— Compose

PV O * U

Inbox
Starred
Snoozed
Sent
Drafts

More

® <

Q_ Search mail

Settings

General Labels

Forwarding:
Learn more

POP download:
Learn more

.
& mail.google.com ¢ [1] -
E b 4
Inbox Accounts and Import Filters and Blocked Addresses
Forwarding and POP/IMAP Add-ons Chatand Meet Advanced Offline Themes
Add a forwarding address
Tip: You can also forward only some of your mail by creating a filter!
1. Status: POP is enabled for all mail
Enable POP for all mail (even mail that's already been downloaded)
Enable POP for mail that arrives from now on
Disable POP
2. When messages are accessed with POP
keep Gmail's copy in the Inbox &
3. Configure your email client (e.g. Outlook, Eudora, Netscape Mail) <
Configuration instructions
V|
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After completing the settings of the mail client and Gmail, select “Monitor...” from the menu of this
application.

Monitor...
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Click the “Start” button on the monitor to start receiving SMTP and POP.

~ r )
@ Monitor o @ Monitor
=== Start ===
local ip: ™

Serving on ('127.0.0.1,, 8025): smtp
Serving on ('127.0.0.1,, 8110): pop

Clear | Start Close Clear Stop Close
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Start sending and receiving email client

When received by POP:
r. @ Monitor

=== Start ===

local ip: M oE

Serving on ('127.0.0.1', 8025): smtp
Serving on (127.0.0.1', 8110): pop
Connect to pop.gmail.com:995

<<< b'+0K Gpop ready for requests from
>>> b'CAPA\r\n'

<<< b'+0K Capability list follows\r\n'
<<< b'USER\r\n'

<<< b'RESP-CODES\r\n'

<<< b'EXPIRE 0\r\n'

<<< b'LOGIN-DELAY 300\r\n'

<<< b'TOP\r\n'

<<< b'UIDL\r\n'

<<< b'X-GOOGLE-RICO\r\n'

<<< b'SASI Pl AIN XOAUTH? OAUTHBRFARER\r\n'

Clear Stop

Note:

. If the output is as follows, it is successful.

\r\n'

Close

When sent by SMTP:

r
@ @ Monitor

=== Start ===

local ip: M oE

Serving on ('127.0.0.1', 8025): smtp
Serving on (127.0.0.1', 8110): pop
Connect to smtp.gmail.com:465

<<< b'220 smtp.gmail.com ESMTP - gsmtp\r\n'
>>> b'EHLO u | I m \r\n1

I>>b'EHLO [T B ER R N\r\n'

<<< b'250-smtp.gmail.com at your service, [ \r\n'

<<< b'250-SIZE \r\n'

<<< b'250-8BITMIME\r\n'

<<< b'250-AUTH LOGIN PLAIN XOAUTH2 PLAIN-CLIENTTOKEN OAUTHBEARER
XOAUTH\r\n'

<<< b'250-ENHANCEDSTATUSCODES\r\n'

<<< b'250-PIPELINING\r\n'

Clear Stop Close

Lines with purple text starting with "<<<" are the responses from Gmail's POP and SMTP servers.
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If it does not work, there may be a problem with the settings on the security software side.

The settings for sending and receiving between this application and the Gmail server are as follows.

Incoming Mail (POP) Server pop.gmail.com
Port: 995

Outgoing Mail (SMTP) Server smtp.gmail.com
Port: 465

Make sure that the security software has not blocked the communication or modified the

communication contents.
If you cannot solve the problem, | recommend that you consult with a detailed person near you.

The compatibility between the mail client and this application may be poor.
You cannot use a mail client that outputs protocol commands in an order not expected by this
application. | would appreciate it if you could let the author know.



If you are using Avast as your security software, uncheck “Scan secure connections” in “Email Shield”.

o Preferences

= El & V) @ @ K]

General Subscription Privacy Core Shields Scans Wi-FiInspector Ransomware Shield

File Shield Web Shield Email Shield

Notify me about potentially unwanted programs

Some programs can be installed without your knowledge (e.g. if they’re bundled with other programs).

D Scan secure connections

ADD EXCEPTIONS

Email Shield will not scan the following servers

Server Service
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Close the monitor when you have successfully sent and received emails. (Reception is stopped when
the monitor screen is closed.) If you want to start receiving automatically when this application starts,
change “Initial State” in “Listen” on the setting screen to “Start” and click the “OK” button.

00 Settings

OAuth2 Listen Block SMTP

SMTP  Port 8025
POP Port 8110

Initial State:
O start Stop

Cancel OK
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Select “Start” on the menu screen to start receiving.

34



Options



There are erroneous transmission prevention functions. Please adjust on the setting screen.

o ® Settings
OAuth2 Listen Block SMTP

To+Cc Max (10| | Exclude
SendDelay 5 T sec

Remove X-Mailer/User-Agent header
Change Envelope-From

Block list:
@gmai.com

Cancel OK



OAuth2 Listen Block SMTP

To+Cc Max 10 Exclude @example.com

sec

~

v
~
v

Send Delay 5

To+Cc Max:

Specify the maximum total number of addresses that can be specified for To and Cc of the
destination. If this value is exceeded, it will not be sent as an error. Set to 0 for unlimited. It was
implemented to prevent accidents in which Cc and Bcc are mistakenly transmitted in large
quantities. Specify the addresses you do not want to be included in the address count in the
"Exclude" field.

Note: Names containing “@” may be counted excessively.

Note: If a substring of the address is specified in the “Exclude” field, it will be judged as a suffix
match. It is not case sensitive.

You can specify multiple conditions by separating them with a single-byte space or a single-byte
comma (,).

Send Delay:

You can cancel the transmission within the specified number of seconds. You can
specify up to 30 seconds, and if you set it to O, it will be sent without delay.



Remove X-Mailer/User-Agent header
Change Envelope-From

Block list:
@gmai.com

Remove X-Mailer/User-Agent header:

If checked, the X-Mailer header and User-Agent header will be deleted before sending.
If you do not want the other party to know the type and version information of the email
software you are using, please check it.

Change Envelope-From:

If checked, the Envelope From will be changed to the email address used for OAuth?
authentication and sent. If the sender of the email is a group address, problems such as
"cannot post" or "error email does not arrive" may occur.

This is a function to avoid such problems.

Block list:

Please specify the address you want to block sending.

If a substring of the address is specified, it is judged by a suffix match.

It is not case sensitive.

You can specify multiple conditions by separating them with single-byte spaces, single-
byte commas, and line breaks.



