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Introduction

This application was developed for the purpose of enabling continuous
use of mail software and systems that do not support OAuth?2.

There are also erroneous transmission prevention functions.

| hope you can use it.



Notice

To use this application for the first time, it is now necessary to obtain
“Client ID” and “Client Secret” for OAuth2. (The one prepared by the
author is because the limit of 100 free users has been reached.)

Please refer to “How to get Client ID and Client Secret” on the website
of this application.

Note:

Accounts belonging to the same organization as the author
are not eligible.
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-nvironment

| have confirmed the operation on Windows10.
It may not work on Windows 7 or earlier.

| have confirmed that it works in combination with the following mail clients.

e Qutlook 2016
e Thunderbird
« Sylpheed

« EdMax



Installation



You can download the installer from the following URL.

https://www.nips.ac.jp/~murata/o2popper/downloads/

Note: If the file is deleted due to false detection by security software, please restore it.



Then double-click the downloaded installer to run it. At this time, if a warning screen like the one on the
lower left is displayed, click “More info” and then click the “Run anyway” button.

Windows protected your PC Windows protected your PC

Microsaft Defender SmartScreen prevented an unrecognized app from

starting. Running this app might put your PC at risk.
More info

Microsaft Defender SmartScreen prevented an unrecognized app from
starting. Running this app might put your PC at risk.

App: oZpopper ¥ exe
Publisher: Unknown publisher

v J e




If the following warning screen is displayed, click the “Yes” button.

User Account Control

Do you want to allow this app from an
unknown publisher to make changes to your
device?

oZpopper- .exe

Fublisher: Unknown
File origin: Hard drive on this computer

Show more details

Yes Mo




When the installer starts normally, the following screen will be displayed.

Follow the instructions on the screen.

2

Select Setup Language

Select the language to use during the installation.

English
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# Setup - Q2Popper version —

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this agreement before
continuing with the installation,

Copyright {c) 2020- MURATA Yasuhisa

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and assodated documentation files (the "Software™), to deal
in the Software without restriction, induding without limitation the rights

to use, copy, modify, merge, publish, distribute, sublicense, andjor sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be induded in all
copies or substantial portions of the Software.

THF SOFTWARF T5 PROVTDFD "AS TS WITHOLIT WARRANTY OF ANY KTMD. FXPRFSS OR

(@)1 accept the agreement!

()1 do not accept the agreement

Cancel
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(3 Setup - O2Popper version

Select Destination Location
YWhere should O2Popper be installed?

[ Lj Setup will install O2Popper into the following folder.

To continue, didk Mext, If yvou would like to select a different folder, dick Browse.,

::¥F'rc|qram Files¥02Pa

| | Browse. ..

At least ME of free disk space is required.

| | Cancel
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If you check “Create a shortcut at startup”, this application will be started automatically when you sign
in to Windows. If you do not want to start automatically, uncheck it.

2 Setup - O2Popper version —

Select Additional Tasks
Which additional tasks should be performed?

0.

Select the additional tasks vou would like Setup to perform while installing O2Popper, then dick Mext,

Additional shortouts:
[] Create a desktop shortcut
Create a shortout at startup
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(3 Setup - O2Popper version

Ready to Install
Setup is now ready to begin installing O2Popper on your computer,

Click Install to continue with the installation, or dick Back if you want to review or change any settings.

Destination location:
C:¥Program Files¥0 2Popper

Additional tasks:
Additional shortouts:
Create a shortout at startup

Back

: Install

Cancel
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(3 Setup - O2Popper version

Installing
Please wait while Setup installs O2Popper on your computer,

Extracting files...
C:¥Program Files¥0 2Popper¥

Cancel
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(3 Setup - O2Popper version

Completing the O2Popper Setup Wizard

Setup has finished installing O2Popper on your computer, The application
may be launched by selecting the installed shortouts,

Click Finish to exit Setup.

...........................................
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When this application is started normally, the icon of this application will be displayed in the task tray

(system tray) at the bottom right of the screen.

~ n F1 ) ENG
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You need to make the initial settings first.
Click the icon of this application to display the menu. Select “Settings

A O T ) ENG

... in this.
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The setting screen is as follows.

Q Settings -

OAuthZ  Listen Block SMTP

Your email;
[1Send login_hint | Actions
Secret File:
(®) Built-in
O
(/) Details

0K

Auth...

Browse...

Cancel
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If you prepare the “Secret File” for OAuth2 yourself, specify the file as follows.

Secret Files Secret File:
(®) Built-in () Built-in
i) Thmrase ﬁ @| ¥client_secret,jg || Browse... |

You can also enter “Client ID” and “Client Secret” directly as follows.

Details
Client IDx
| | Edit

Client Secret:

If you want to use the “Secret File” prepared by the author, leave it as “Built-in".

When authorizing OAuth?2, if you use the “Secret File” prepared by the author,
“Google hasn't verified this app”
may be displayed.



Enter your email address and click the “Auth...” button.

2 Settings

OAuth2  Listen  Block SMTP

Your email;

| @

[15end legin_hint

Secret File:

(®) Built-in

Actions

0K

Cancel

Note: If you check “Send login_hint”, you can skip the
"Choose an account" screen that appears after this.



The OS standard web browser starts and the Google account authentication screen is displayed.

= O P24
& Signin - Google Accounts x |+
&« O o &) https://accounts.google.com/o/oauth2/auth/oauthchoos... 5% % 3= -

G sign in with Google

Choose an account

to continue to 02Popper

L

(@ Use another account

English (United States) Help Privacy Terms




I the following screen is displayed after the Google account has been authenticated, click the

“Advanced” link.

& Sign in - Google Accounts X |+

é

(O ) https://accounts.google.com/signin/oauth/danger?authu... 5% 3% =

A

Google hasn't verified this app

The app is requesting access to sensitive info in your Google Account. Until the developer
(murata@nips.ac.jp) verifies this app with Google, you shouldn't use it.

Advanced BACK TO SAFETY
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After clicking the “Advanced” link, click the “Go to O2Popper (unsafe)” link at the bottom of the screen.

& Signin - Google Accounts x |+

< O & hitps;//accounts.google.com/signinfoauth/danger?authu... 5% ¢ 3=

A

Google hasn't verified this app

The app is requesting access to sensitive info in your Google Account. Until the developer
(murata@nips.ac.jp) verifies this app with Google, you shouldn't use it.

Hide Advanced BACK TO SAFETY

Continue only if you understand the risks and trust the developer (murata@nips.ac.jp).
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If the following screen is displayed, click the “Allow” button.

‘ G Sign in - Google Accounts X | I

< O m &) https://accounts.google.com/signin/oauth/consent/oaut...

Grant O2Popper permission

Read, compose, send, and
[~ permanently delete all your ~
email from Gmail

52

Y5

= W
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If the following screen is displayed, click the “Allow” button.

G Sign in - Google Accounts X | +

< O mw &y https;//accounts.google.com/signinfoauth/cansent... 5% % ¥= -

G sign inwith Google

Confirm your choices
a -

You are allowing 02Popper to:

Read, compose, send, and permanently delete all
your email from Gmail

Make sure you trust O2Popper

You may be sharing sensitive info with this site or app.
Learn about how O2Popper will handle your data by
reviewing its terms of service and privacy policies. You can
always see or remove access in your Google Account.

Learn about the risks

English (United States) - Help Privacy Terms




If “Authorization” is successful, the web browser will display the following screen.

D localhost:8080/7state=Kf0bjzmE. X | +
< {0 @ localhost:8080/?state=KfObjzmBcney7jhlm... Y5 3= >

The authentication flow has completed. You may close this window.

If “Authorization” is successful, this application will display the following screen.

Success ot

o Authorization was successful

If you close the web browser in the middle of “Authorization”, control will not return to this application.
In this case, start the web browser again and access the following URL.

http://localhost:8080

An error will occur, but control will return to this application.
27



When “Authorization” is completed, click the “OK” button to close the setting screen.

Q Settings

Your email;

OAuthZ  Listen Block SMTP

| @

e Auth...

Secret File:

(®) Built-in

.................

[]Send login_hint | pctions

Browse...
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Next, set up your email client (Outlook, Thunderbird, etc.) as follows.

Incoming Mail (POP) Server localhost
Requires SSL: No
Port: 8110

Outgoing Mail (SMTP) Server localhost
Requires SSL: No
Port: 8025

Account Name, User Name, or Your email address
Email address

Password Appropriate string
Note: Not used for authentication.

Note: If the above port number is used by another application, change it to another value
on the setting screen of this application, and change the value of the mail client
according to this application.



Outlook configuration example:

POP Account Settings
@

Incoming mail a !

User name | @ |

FEEEEEREEE |

Password

Remember password

Server ||nca|hnst | Port

[| This server requires an encrypted connection (S5L/TLS)

[ | Require logon using Secure Password Authentication (SPA)

Outgoing mail «

POP Account Settings
@

Incoming mail «

Outgoing mail -

Server ||nca|hnsﬂ | Port | 8,025
Encryption method

. ]
Server timeouts =

L] Require logon using Secure Password Authentication (SPA)
My outgoing (SMTP) server requires authentication

[®) Use same settings as my incoming mail server

") Log on using user name and password

) Log on to incoming mail server before sending mail
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Thunderbird configuration example:

Server Settings

Server Type: POP Mail Server

Server Name:  localhost

User Name: @

Security Settings

Connection security:

Authentication method:

None

Password, transmitted insecurely

Port:| 8110

~

W

Default: 110

SMTP Server X
Settings
Description: |
Server Name; | localhost
)
Port: BO25 Default: 587

W

Security and Authentication
Connection security: MNone w

Authentication method:  password, transmitted insecurely v

User Name: dmtest@nips.acjp

oK Cancel
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If you want to receive emails by POP, please enable POP on Gmail side.

M Settings -

< O

= M Gmalil

I— Compose

Inbox
Starred
Snoozed

Sent

PV 6 *

Drafts

hd More

? <

- x|+
& https://mail.google.com/mail/u/0/?tab=wm#settings/fwdandpop ® ¥5 3t

Q, search mail - @ €E3
Settings

General Labels Inbox Accountsand Import Filters and Blocked Addresses

Forwarding and POP/IMAP Add-ons Chatand Meet Advanced Offline Themes

Forwarding: Add a forwarding address
Learn more

Tip: You can also forward only some of your mail by creating a filter!

POP download: 1. Status: POP is enabled for all mail

Learn maore () Enable POP for all mail (even mail that's already been downloaded)
() Enable POP for mail that arrives from now on
() Disable POP

2. When messages are accessed with POP
| keep Gmail's copy in the Inbox v

3. Configure your email client (e.g. Outlook, Eudora, Metscape Mail)
Configuration instructions

O X
| ]
-

ET
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After completing the settings of the mail client and Gmail, select “Monitor...” from the menu of this
application.

Settings...
Manitor...

Start
Stop

About...

Exit

[::;:] T l) ENG
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Click the “Start” button on the monitor to start receiving SMTP and POP.

Q Monitor

LE".I'E||1 v|

Clear

Start

Stop

Close

Q Monitor

=== Start ===

local ip:

Serving on (1127.0.0.7', B025): smitp
Serving on (127.0.0.1, 8110): pop

Level ’1_\-"

Clear

Start

Stop

Close
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Start sending and receiving email client. If the output is as follows, it is successful.

When received by POP: When sent by SMTP:

(3 Monitor x (3 Monitor x
=== Start === M === Start === M
local ip: local ip:

Serving on ("127.0.0.1', 8025): smtp Serving on ("127.0.0.1', 8025): smtp

Serving on (127.0.0.1', 8110): pop Serving on (127.0.0.1', 8110): pop

<<![0] b'+ 0K POP ready¥r¥n’ <<![1] b'220 ESMTP ready¥r¥n’'

»»»[0] b'CAPA¥¥N' »»>[1] B'EHLO [127.0.0.1]¥r¥n’

<<![0] b'+0K Capability list follows¥r¥n USER¥r¥n TOP¥r¥nUIDLY¥r¥n ¥r¥n' <<I[1] b'250-localhost¥r¥n250-AUTH LOGIN PLAIMN¥r¥n250 BEITMIMEXr¥n'
==>[0] B'USER ¥r¥n' ==>[1] B'MAIL FROM: < = BODY =8BITMIME¥r¥n’

[0] User: b' [ [1] User: b' [

<<![0] b'+ 0K send PASS¥r¥n’ <<I[1] b'250 OK¥r¥n’'

==»[0] B'PASS  ¥r¥n’ =>>[1] B'RCPT Tk < =¥r¥n’

[0] Connect to pop.gmail.com: 295 <<I[1] b'250 OK¥r¥n’
<<<[0] b'+ 0K Gpop ready for requests from ¥r¥n' w ===[1] b'DATA¥r¥n' w

Level |1 «~ Clear Start Stop Level |1 «~ Clear Start Stop
Note:

Lines with purple text starting with "<<<" are the responses from Gmail's POP and SMTP servers.
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If it does not work, there may be a problem with the settings on the security software side.

The settings for sending and receiving between this application and the Gmail server are as follows.

Incoming Mail (POP) Server pop.gmail.com
Port: 995

Outgoing Mail (SMTP) Server smtp.gmail.com
Port: 465

Make sure that the security software has not blocked the communication or modified the

communication contents.
If you cannot solve the problem, | recommend that you consult with a detailed person near you.

The compatibility between the mail client and this application may be poor.
You cannot use a mail client that outputs protocol commands in an order not expected by this
application. | would appreciate it if you could let the author know.



Close the monitor when you have successfully sent and received emails. (Reception is stopped when
the monitor screen is closed.) If you want to start receiving automatically when this application starts,
change “Initial State” in “Listen” on the setting screen to “Start” and click the “OK” button.

+ Settings — x

OaAuth2  Listen  Block SMTP

[]SMTP  Port
“]POP  Port
C]IMAP  Port

Initial State;

.............

OK Cancel
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Select “Start” on the menu screen to start receiving.

Settings..
Manitor...

Start
Stop

About...

Exit

.:::;:] 1 o)) ENG
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Options



There are erroneous transmission prevention functions. Please adjust on the “Block SMTP” tab of the
setting screen.

L3 Settings — X

To+Cec Max |10 2 Exclude

Send Delay E ~ | sec

[ ] Remove X-Mailer/User-Agent header

[]Change Envelope-From
Block list:

@gmai.com

OK Cancel

40



To+CcMax |19 = Exclude | @example.com

Send Delay |30 2 sec

To+Cc Max:

Specify the maximum total number of addresses that can be specified for To and Cc of the
destination. If this value is exceeded, it will not be sent as an error. Set to 0 for unlimited. It was
implemented to prevent accidents in which Cc and Bcc are mistakenly transmitted in large
quantities. Specify the addresses you do not want to be included in the address count in the
"Exclude" field.

Note: Names containing “@” may be counted excessively.

Note: If a substring of the address is specified in the “Exclude” field, it will be judged as a suffix
match. It is not case sensitive.

You can specify multiple conditions by separating them with a single-byte space or a single-byte
comma (,).

Send Delay:

You can cancel the transmission within the specified number of seconds. You can
specify up to 30 seconds, and if you set it to O, it will be sent without delay.
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] Remove X-Mailer/User-Agent header
[]Change Envelope-From

Block list:
@gmai.com

Remove X-Mailer/User-Agent header:

If checked, the X-Mailer header and User-Agent header will be deleted before sending.
If you do not want the other party to know the type and version information of the email
software you are using, please check it.

Change Envelope-From:

If checked, the Envelope From will be changed to the email address used for OAuth?
authentication and sent. If the sender of the email is a group address, problems such as
"cannot post" or "error email does not arrive" may occur.

This is a function to avoid such problems.

Block list:

Please specify the address you want to block sending.

If a substring of the address is specified, it is judged by a suffix match.

It is not case sensitive.

You can specify multiple conditions by separating them with single-byte spaces, single-
byte commas, and line breaks.
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New functions



From version 3.0.0, you can set multiple accounts.
If you pull down “Actions” and select “Add”, you can set up the second account.
You can switch your account settings from the “Your email” pulldown.

2 Settings - X

QAuthZ Listen Block SMTP

Your email;
| @ w1l Auth..

[ Send login_hint| | Actions

. il Actions |

ecret File: Add

@ Built-in

O ™ Browse...
Details

OK Cancel




From version 3.0.0, supports IMAP.
If you want to use IMAP, check “IMAP” on the “Listen” tab on the “Settings” screen.

+ Settings — x

OAuthz Listen  Block SMTP

|

Initial State:

(® Start () Stop

(0] 4 Cancel

Set up your email client as follows.

Incoming Mail (IMAP) Server localhost
Requires SSL: No
Port: 8143
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